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プレゼンテーションのノート
Thank you, Chairman.
I’m Imai Takato from Tokyo University of Science.
Today, I would like to talk about our recent work on “computationally secure verifiable secret sharing scheme”.
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These are the contents for today’s presentation.
First, I will introduce the background about cloud service and next secret sharing scheme.
Then I will talk about our proposed scheme.
Finally, I will show you two aspects of security of our proposed scheme
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First, some background.
I will explain cloud service.
In recent years, with the spread of smartphones and other devices,… 
…many people are saving various personal information data not only on terminals but also on the cloud.
However, various personal information data can be targeted by hackers and other malicious attackers.
If the server is not properly managed, These information may be stolen from servers in the cloud.
This action will lead to leakage of information.
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That is why data must be encrypted before being stored in the cloud.
In the unlikely event that data is stolen from the cloud,…
…since only encrypted or fragmented data will be leaked.
Therefore, it does not result in complete information leakage.
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In addition, malicious attackers can also modify data stored in the cloud.
if a user did not know that a data had been modified and uses it,…
…it will cause some serious damage.
Therefore, it is very important to verify the correctness of the reconstructed data.



Purpose Encryption / Decryption technology between User and Cloud
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[1] Satoshi Takahashi, Hyunho Kang, Keiichi Iwamura, Asymmetric secret sharing scheme suitable for cloud systems, 5
2014 IEEE 11th Consumer Communications and Networking Conference (CCNC)
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Next, I would like to introduce my research.
There are roughly two types of technologies of Encryption / Decryption between User and Cloud.
They are sss and Homomorphic encrypton method
Now,A-SSS is proposed by Takahashi and Iwamura.
This is SSS that uses key cryptography in part.
Therefore, the purpose of this research is:…
…to extend the method of A-SSS, …
…and realize method that can detect cheating by verifying the correctness of the reconstructed data…
…and identify the dishonest server who modified the shares.
Here, dishonest server is the server that outputs false shares.
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Next, I will explain secret sharing scheme.
Most popular of SSS is Shamir’s “k-out-of-n” secret sharing scheme. 
In this method, secret data is converted into 𝑛 number of different values, known as “shares”.
then distributed to 𝑛 number of servers to be stored.
Characteristic of (k, n) secret sharing scheme is,
Collecting any 𝑘−1 or fewer number of shares will reveal nothing about the original data.
However, collecting any 𝑘 and above number of shares will allow for the reconstruction of the original data.


Secret Sharing Scheme(SSS)
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Moreover, conventional encryption method with one server does not provide Fault Tolerance
This means that, in case of server failure, all data stored will be lost.
In contrast, SSS compose of multiple servers with at least two servers.
This allow SSS to be resistance to server loss.
Therefore, SSS is more suitable for use in cloud service.
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Next, I will explain the distribution process of SSS.
when n=3, k=2 
There is a user with secret s want to distribute his data to three servers on the cloud.
In addition, each server’s ID,  𝒙 𝒊  that identifies the server is made public.
First, the user generates k-1 polynomial that passes through s.
In this case, k = 2, so the polynomial is linear.
Then, the user calculates the shares  𝒚 𝒊  corresponding to each server’s ID  𝒙 𝒊 .
Finally, the computed shares  𝒚 𝒊   are distributed to each servers　and stored.
Thus secret S is converted to yi.
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Next, I will explain reconstruction process of SSS.
Because the parameter of threshold k is 2, the user collects two shares (Xi, Yi) from any two servers.
Then, the user will reconstruct the original linear polynomial.
Finally, the user will be able to obtain the secret s.
The same is true for any combination of shares.



Asymmetric Secret Sharing Scheme

(A-SSS) [1]

« Combination of Secret Sharing Scheme and Key Cryptography

-+ SSS 1s Information-theoretic Secure.
- A-SSS partially has encryption using Key,
so 1t results 1n secure using key.
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[1] Satoshi Takahashi, Hyunho Kang, Keiichi Iwamura, Asymmetric secret sharing scheme suitable for cloud systems, 10
2014 IEEE 11th Consumer Communications and Networking Conference (CCNC)
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Next, I will explain the Asymmetric Secret Sharing Scheme ,ASSS, proposed by Takahashi et al..


https://ieeexplore.ieee.org/xpl/conhome/6858322/proceeding
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In A-SSS, data owner can directly manage up to k-1 servers using only the owner’s key.
These servers are called key servers.
so, servers can be divided into  key servers and external data servers in A-SSS.
Therefore,…and …
From the above two features

https://ieeexplore.ieee.org/xpl/conhome/6858322/proceeding

Asymmetric Secret Sharing Scheme

(A-SSS) [1]

 In reconstruction, key server’s share is must be used.

2 shares

Suppose ' %

the owner manages

two servers O

[1] Satoshi Takahashi, Hyunho Kang, Keiichi Iwamura, Asymmetric secret sharing scheme suitable for cloud systems, 12
2014 IEEE 11th Consumer Communications and Networking Conference (CCNC)
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In the figure, suppose that the owner manages two servers.
Therefore, for reconstruction, the user must first collect two shares from these two servers.
Then, the remaining k-2 shares from any k-2 external servers.


https://ieeexplore.ieee.org/xpl/conhome/6858322/proceeding
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Next, I will explain distribution process of asymmetric secret sharing scheme.
when n=4,k=3,  
In this figure, these 4 servers can be diveided into 2 key servers and two data servers.
To distribute a secret data, 
First, the user generates two shares from user’s key.
Next, k-1 polynomial that passes through s and two shares.
In this case, k = 3, so the polynomial is quandratic.
Then, calculate two Yi corresponding to each Xi and distribute them to the remaining servers.
At this time, the user keeps only the key.
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Next, I will explain reconstruction process of A-SSS.
During reconstruction, shares managed by the user’s key must be collected and the remaining shares are collected from data servers.
In this figure, k=3, Secret S can be reconstructed by collecting two shares (Xi, Yi) from the user's own share and the remaining share.
Finally, the user will be able to obtain the secret s.
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Next, I will explain the first problem of sss and A-sss.The first problem is, correct secret cannot be reconstructed if at least one false share is collected. When n=3,k=2,suppose that the user had performed the distribution process of SSS and each server hold a share. As shown here, using these two correct shares will result in correct reconstruction of polynomial and secret S.
The same is true for any combination of correct shares. However, suppose that one server broke down or is taken over by attackers.
If the attacker modified the shares(5 to 2) and the server output false share, the user will not be able to reconstruct the correct secret S.
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Next, I will explain the second problem.
The problem is that the value of server’s ID is made public.
Here, suppose that the difference (x, y) in the first reconstruction process of SSS is (2,∆ 𝑦 3 ).
Then, since the second difference is (1, ∆ 𝑦 3 ′ )
If the difference of ∆ 𝑦 3  𝑎𝑛𝑑 ∆ 𝑦 3 ′  is set and adjusted as follows, 
  𝑆 ′  ：∆ 𝑦 3 ′ = 1 2 ∆ 𝑦 3 ：∆ 𝑦 3 ′  is half of ∆ 𝑦 3 
it is possible for the attacker or server to continue outputting false value of S’.
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Using a simple example.
Suppose, for example, data of 7 is stored in the cloud according to the distribution process of SSS.
In an ideal environment with no attackers, the correct data will be reconstructed.
However, if the attacker is involved in the reconstruct, share yi is forged, and consequently the false Secret 8 is reconstructed.
Furthermore, if the server ID is made public, False Secret continues to be reconstructed.
Therefore, the user perceives the false Secret 8 as correct.
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Next, I will explain the solution to the second problem.
That is to extend the conventional A-SSS method and keep the key server’s ID private using the owner’s key.
Previously, since the attacker could learn about the x coordinate, the attacker can calculate the Δy to cheat.
However, in addition to the y-coordinate, the owner’s key can also keep x-coordinate of key servers private.
Since the attacker will not be able to learn about neither x nor y, therefore, they will not be able to guess the location of the point.
In other word, the attacker will not be able to…
As a conclusion, concealment of Server’s ID can prevent the problem of reconstruction of false secret S’.
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Using a simple example.
Suppose, Same as before, if the attacker is involved in the reconstruct, share yi is forged, and consequently the false Secret 8 is reconstructed.
However, since Key’s server ID is private, Prevent matching with false Secret S’ 





Proposed Scheme

* Extension of A-SSS — Concealment of Key Server’s ID
—Prevent continuous generation of false Secret S’

—Data involved and generated by the attacker is different each time

— Able to verify correctness of reconstructed secret
only by repeating reconstruction
and just comparing the outputted values.
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Next, I will explain the features of our proposed scheme.
Introduction of Server’s ID concealment approach can prevent the attack of matching false reconstructed Secret.
Because the reconstructed Secret involved and generated by the attacker is different each time.
Therefore, Using the above features, it is possible to verify correctness　of reconstructed secret 
    only by repeating….


Proposed Scheme

Data involved and generated by the attacker is different each time
— That matched are considered correct

That did not matched are considered 1incorrect.

Ex) Perform Reconstruction Process 4 times —(7,9,7,8)

7=7 | 8 + (7,9),9 # (7,8)
7 : Correct 8,9 : Cheating phw
(match) (not match) =

- Perform the same reconstruction multiple times
— Cheat Detection
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Now suppose that the reconstruction is performed four times and four values 7, 9, 7, and 8 are output.
So,7 matches and 8,9 does not match
Therefore, 7 is correct and 8,9 are not correct involved attackers.
By performing the same reconstruction multiple times, we can detect the cheating that attackers outputted the false value.



Conditions for identifying dishonest servers
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Next, I would like to explain the conditions under which dishonest server can be identified.
In conclusion, able to identifying condition is u-e greater than k-t.
As a simple example, Set the parameters like this.
Key servers are 2,data servers are 3, and one dishonest server is somewhere in the three.
Assume that 
In the first reconstruction, 7 is outputted
In the second, 7 is outputted 
In the third, 8 is outputted
At this time, 7 matches and 8 does not match 7.
So,user adopt…



Security of Proposed A-SSS
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Next, I will explain the security of our proposed scheme.
Earlier, I explained that by keeping the key server ID private, such false reconstructed Secret would not match.
However, there is Small probability that (𝒙, 𝒚) selected by attackers by coincidence with false reconstruction Secret  𝑆 ′ 





Security of Proposed A-SSS
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SSS and A-SSS are all calculated by module p.
Therefore, both x and y coordinates have p points.
Also, since there are p pairs of x, y associations that pass through S ‘
Small probability by coincidence with false reconstruction Secret  𝑺 ′  is one over p(1/p)


Security of Proposed A-SSS .
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Next, In our proposed A-SSS, the attacker does not know the server ID of key servers.
Therefore, if there are t number of key servers, the probability of guessing key server ID for all of them is equal to  1  𝑝 𝑡   (1 over p to the power of t).
　The server’s ID is equal to the x coordinate of the xy plot, and since it is calculated in mod p, 
the probability that it can be specified is  1 𝑝  (1 over p).
Therefore, probability that an attacker can specify the server ID is  1  𝑝 𝑡   (1 over p to the power of t) because  1 𝑝  (1 over p) is the power of t.



CONCLUSION

. Extension of A-SSS(server ID concealment)

* Secret can be verified with only two reconstructions
(Able to check whether it has been forged)

- Possible to 1dentify dishonest server
» Up to ,C}_; reconstructions

- k—t<u-—e

(u : date servers, e : dishonest servers, t : key servers)
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Our proposed scheme is extension of A-SSS…
Our proposed scheme is possible to …,if the following two conditions are met 
u コンビネーション　k-t,
u-e greater than k-t
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Thank you for your attention
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