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5G P2MP Wireless Backhaul

Wired Backhaul Wireless Backhaul

Installation Difficult Easy

Maintenance Difficult Easy

Price Cheap Expensive

Speed High Low

Stability High Low

Security High Low
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5G P2MP Backhaul Security Protocol

• TM: Terminal

• HUB: Hub

• ASF: Authentication Server Function

• TM must be pre-registered with ASF.

• In pre-registration, the shared secret key 

must be shared between two objects.

• We assumed that a secure channel is 

established between HUB and ASF.
Initial Phase 



5G P2MP Backhaul Security Protocol

• MK: Master session Key

• AK: Authentication Key

• CK: Cipher Key

• Key Update Phase is performed to 

renew the key MK, AK and CK after 

initial phase.

Key Update Phase



5G P2MP Backhaul Security Protocol

• MK: Master session Key

• AK: Authentication Key

• CK: Cipher Key

• Key Update Phase is performed to 

renew the key MK, AK and CK after 

initial phase.

Policy Update Phase
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(Step 3) Visualization

(Step 0) Protocol

(Step 2) Verification

(Step 1) Modeling

Formal Verification with Scyther



Formal Verification with Scyther

Role TM(Initial Phase)
Role HUB(Initial Phase)

Role ASF(Initial Phase)

Result(Initial Phase)



Formal Verification with Scyther

Role TM(Key Update Phase)

Role HUB(Key Update Phase) Result(Key Update Phase)



Formal Verification with Scyther

Role HUB(Policy Update Phase)Role TM(Policy Update Phase)

Result(Policy Update Phase)
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Formal Verification with AVISPA



• Initial Phase

Formal Verification with AVISPA

Protocol Simulation
OFMC Result

CL-AtSe Result



• Key Update Phase

Formal Verification with AVISPA

Protocol Simulation
OFMC Result

CL-AtSe Result



• Policy Update Phase

Formal Verification with AVISPA

Protocol Simulation
OFMC Result

CL-AtSe Result
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Comparison: Scyther and AVISPA

AVISPA Scyther

Environment Ubuntu Linux / Windows / Mac OS

Last Version Version 1.6 (September 2017) V 1.1.3 (April 2014)

Type Model Checker Model Checker

Module 4 (OFMC, CL-AtSe, SATMC, TA4SP) 1

Simulation Yes No

Freshness No Yes

Unbounded Session Partially Support Support

Command Simple Various

Difficulty High Low



Comparison: Scyther and AVISPA

AVISPA

Scyther
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Future Work

• Development of Automation Scripting Tool

- Easy Expression

- Visualization (Protocol, Attack model)

- Conversion (AVISPA, Scyther, TAMARIN)



Thank you
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