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Authentication
Server Function
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5G P2MP Wireless Backhaul

Wired Backhaul Wireless Backhaul

Installation Difficult Easy
Maintenance Difficult Easy
Price Cheap Expensive
Speed High Low
Stability High Low
Security High Low
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5G P2MP Backhaul Security Protocol

_ « TM: Terminal
Doy = é
™ HUB ASF e HUB: HUb
(1) Auth_Req including {IDmw, IDyus, ts, ny, capability, cM1} ¢ ) . . 4
| P « ASF. Authentication Server Function
‘."{poli_cy, PI‘;‘IK} 9

(9 Auth.Res including IDrus Do, s policy.[g'] CM2) « TM must be pre-registered with ASF.

{(4) Auth_Cfrm including {IDtw, IDyue. nz, [g%] CM3, CM4} , o .

* In pre-reqgistration, the shared secret key
(5) Auth_Fin including {IDyyg, IDyw, CM5}
o must be shared between two objects.

e Secure Communication with CK/AK m—)

el iy il i ottt Il D sl flcapelliey) « We assumed that a secure channel is

AK = CM{MK, my||nz||lg*'|]I"Authentication Key”) = €M3 = CM(MK, IDip|[IDuus||n:l]lg*])

CK = CM(MK, ny]|n;|][g*|]"Encryption Key") Em: : Emg:; :SEB IllrIJ[;l::glnzlllg*‘||1CM3) .

established between HUB and ASF.

Initial Phase
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5G P2MP Backhaul Security Protocol

™

(1) KU_Req including {IDtm, IDye, ts, na, [g%] CM1}

=

HUB

(2) KU_Res including {IDyyg, IDw, Ny, ng, [g¥,] CM2, CM3}

.

(3) KU_Cfrm including {IDry, IDyys, n2, CM4}

MKu4: Previous Master Key

AKqg: Previous Authentication Key

MK = CM(MK,jg, m[n;||"Master Key")

AK = CM(MK, ny||nz|l[g*¥]]]" Authentication Key")
CK = CM(MK, ny]|nz]llg**|l1"Encryption Key")
CcM1 = CM(AKGM, IDTM, IDHUB- tS, nl[, g)(]}

CcM2= CM(MK, lDHUB, IDTm, ny, n;[, gY]]

CM3 = CM(AK, IDyyg, IDtm, Ny, nz[, g¥], CM2)
CM4 = CM(AK, IDgy, IDyyg, n2)

Key Update Phase

MK: Master session Key
AK: Authentication Key
CK: Cipher Key

Key Update Phase is performed to
renew the key MK, AK and CK after

Initial phase.



5G P2MP Backhaul Security Protocol

MK: Master session Key

& 2 0

™ HUB ASF o AK: AUthentication Key

4—> [nsecure Channel

‘mnnnn # Secure Channel (1) Policy Agreement

T ’ CK: Cipher Key

(1) PU_Req including {IDyyg, ID1y, ts, ny, policynew. [gY,] CM1}

(2) PU_Res including {IDyn, IDwye, N1, Nz, [g%] CM2, CM3}

L
([

Key Update Phase is performed to
renew the key MK, AK and CK after

| (3) PU_Cfrm including {IDuys, ID7u, N2, CM4)

MKq4: Previous Master Key CM1 = CM(AKotg, IDuys, IDmw, ts, ny, policynenl, 9'1) | N It | 3 | h ase
AK,4: Previous Authentication Key CM2 = CM(MK, 1D, IDyye, Ny, nz2[, g%]) p .
MK = CM{MKaia, na||nz]|"Master Key") CM3 = CM(AK, ID7y, IDyye, 1, n2[, g*], CM2)

AK = CM(MK, nq]|n:|llg®][1"Authentication Key") CM4 = CM(AK, IDyyg, IDrw, n2)
CK = CM(MK, ni]|nz||lg**|[]I"Encryption Key")

Policy Update Phase

1ok 1ok
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Formal Verification
with Scyther



Formal Verification with Scyther

msc Denning-Sacco-Lowe protocol 7 Scyther: denning-sacco-lowe spdl - o x

Eile Verify Help
Protocol description  Settings

1 usertype Key;
2 usertype SessionKey;
3 usertype TmeStamp;
4 usertype ExpiredTimeStamp;
5 usertype PseudoFunction;
{r kit ke i b, [ 6 const dec: PseudoFunction;
Qkor,istlh 7 const Fresh: Function;
aurs b Pl ke 8 const Compromised: Function;
0

Sever Initiator Responder

i

10 protocol denningSacco-Lowe(LR,S)
11

AN,

12 rolel
13 {

N, -
{ bk, 14 var W

¢ T: TimeStamp;
17 var Nr: Nence;

19 send (IS, IR);

(Step 0) Protocol B AL was
21 send_3(LR, W);

22 recy_4(R1, {Nr}ar);

23 send_S(LR, {{Nrydeciki);

24 claim_I1(L,Nagree);

(
26 claim_T3(I, 5K, Kir);
27 claim_T4(1, Empty, (Fresh,Kin));
3}

e E 2 (Step 1) Modeling

Afot'sn cole s

o

ez o e ‘ e o Ao 1 Scytherresults : very X
‘ 2 Winortice raris,paky
Claim Status Comments Patterns
‘ Rariie, 155 1 B ALico) denningSacco_Lowe 1 denningSacco_Lowe,I1  Negee Ok Ho attaks within bounds.
denningsacco_Lowe, 2 Neynch  Fail  Fabfled  Atleast 1 attack. 1 attack
dennngSacco_Lowe 3 SRKr Ok No attacks within bounds.
et chariin nEs 15 (rob Alio)

R denningSacco_LloweRl Nagee Ok o attacks wihin bounds.
dennngSacco_LoweR2  Neynch  Fail Falsfied At least 13ttack. 1 attack
dennngsacco_LoweR3  Secretk Ok No attacks wihin bounds.

Dore.

(Step 3) Visualization
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Formal Verification with Scyther

role TM{

fresh x, ts, n1: Nonce;
var n2: Nonce;
var Gy: Ticket;

send_1(TM, HUB, TM, HUB, ts, n1, cm(Kta, TM, HUB, ts, n1));
recv_4(HUB, TM, HUB, TM, n1, n2, Gy, em(MK, HUB, TM, n1, n2, Gy));

claim{TM, Running, HUB, cm(MK,n1,n2,h(Gy.x));

send_!I5(TM, HUB, TM, HUB, n2, g(x), cm{cm(MK,n1,n2,h(Gy,x)), TM, HUB, n2, gix)),
cm(MK, TM,HUB,n2,g(d,cm{cm(MK,n1,n2,h(Gy,x)), TM,HUB,n2,g (:))));
recv_!6(HUB, TM, HUB, TM, cm{cm{cm(PMK, n1, n2), n1, n2, h(Gy, x)), HUB, TM));

claim(TM, Alive);

claim{TM, Nisynch);

claim{TM, Niagree);

claim{TM, Weakagree);

claim(TM, Commit, HUB, em(MK,n1,n2,h{Gy.x)));
claim(TM, Secret, Kta);

claim(TM, Secret, PMK);

claim(TM, Secret, MK);

claim(TM, SKR, em(MK, n1, n2, h(Gyx)));

Role TM(Initial Phase)

role ASF]
var ts, n1: Nonce;

recv_2(HUB, ASF, TM, HUB, ts, n1, em(Kta, TM, HUB, ts, n1));
send_3(ASF, HUB, {PMK}Kha);

claim{ASF, Secret, Kta);
claim{ASF, Secret, PMK);

Role ASF(Initial Phase)

L
YEE 5stut

role HUB{

fresh y, n2 : Nonce;
var ts, n1: Nonce;
var Gx: Ticket;

recv_T(TM, HUB, TM, HUB, ts, n1, cm{Kta, TM, HUB, ts, n1)):

send_2(HUB, ASF, TM, HUB, ts, n1, cm(Kta, TM, HUB, ts, n1));

recv_3(ASF, HUB, {PMK}Kha);

send_4(HUB, TM, HUB, TM, n1, n2, g{y), em(MK, HUB, TM, n1, n2, giy))):;
recv_!5(TM, HUB, TM, HUB, n2, Gx, cm((m(MK,nl,nZh(Gx,y}), TM, HUB, n2, Gx),
cm(MK,TM,HUB,n2,Gx,cm(cm{MK.n1,n2,h(Gx,y)), TM,HUB,n2,Gx)));

claim(HUB, Running, TM, em(MK,n1,n2 h(Gx,y));
send_!6(HUB, TM, HUB, TM, cm(cm(MK, n1, n2, h(Gx, y)), HUB, TM));

claim(HUB, Alive):

claim(HUB, Nisynch);

claim(HUB, Niagree);

claim(HUB, Weakagree);

claim(HUB, Commit, TM, cm(MK,n1,n2,h(Gx.y)));
claim(HUB, Secret, PMK);

claim(HUB, Secret, cm{PMK, n1, n2));
claim(HUB, SKR, em(MK, n1, n2, h{Gxy));

Role HUB(Initial Phase)

Claim

p2mp

™

HUB

ASF

p2mp,TM2

p2mp,TM3

p2mp, Th4

p2mp,TM5

p2mp,TME

p2mp, TM7

p2mp,TM38

p2mp,TMS

p2mp,TM10

p2mp,HUBZ

p2mp,HUB3

p2mp,HUB4

p2mp,HUBS

p2mp,HUBG

p2mp,HUB7

p2mp,HUBS

p2mp,HUBS

p2mp,ASF1

p2mp,ASF2

Alive

Nisynch

Niagree

Weakagree

Commit HUB,cm{cmicm(k{TM,ASF),ts),n1,n2), HUB, TM,n1 ...
Secret k(TM,ASF)

Secret cm(k(TM, ASF) ts)

Secret cm(cm(k(TM,ASF),ts),n1,n2)

SKR cm(cm(cm(k(TM,ASF),ts),n1,n2),n1,n2,h(Gy,x])

Alive

Nisynch

Niagree

Weakagree

Commit TM,cmicm(cmk(TM,ASF),ts),n1,n2),HUB, TM,n1, .
Secret cm(k(TM, ASF) ts)

Secret cm(cm(k(TM,ASF),ts),n1,n2)

SKR cm(cm(cm(k(TM,ASF),ts),n1,n2),n1,n2,h(Gx.y))

Secret k(TM,ASF)

Secret cm(k(TM,ASF) ts)

Status
Ok
Ok
Ok
Ok
Ok
Ok
Ok
Ok
Ok
Ok
Ok
Ok
Ok
Ok
Ok
Ok
Ok
Ok

Ok

Result(Initial Phase)




Formal Veri

role TM{

fresh x, ts, n1: Nonce;
var n2: Nonce;
var Gy: Ticket;
secret MKold, AKold;

send_1(TM,HUB, ts,n1,g(x),cm(AKold TM,HUB, ts,n1,g0()));

recv_!2(HUB, TM,n1,n2,Gy,cm(cm(MK,n1,n2,h(Gy,x)),HUB,TM,n1,n2,Gy),cm(MK HUB, TM,n1,n2,Gy));

claim(TM,Running,HUB, em(MK,n1,n2,h(Gyx)));
send_!3(TM,HUB,n2,em(cm(MK,n1,n2,h(Gy,x)), TM,HUB,n2));

claim(TM, Alive);

claim(TM, Nisynch);

claim(TM, Niagree);

claim(TM, Weakagree);

claim(TM, Commit, HUB, cm(MK,n1,n2h(Gy.x)));
claim(TM, Secret, MKold);

claim(TM, Secret, AKold);

claim(TM, SKR, MK);

claim(TM, SKR, em(MK,n1,n2,h(Gy)));

fication with Scyther

Role TM(Key Update Phase)

}

role HUB{

fresh y, n2: Nonce;
var ts, n1: Nonce;
var Gx: Ticket;

secret MKold, AKold;

recv_1(TM,HUB,ts,n1,Gx,cm(AKald, TM,HUB,ts,n1,Gx));

claim(HUB, Running, TM, em(MK,n1,n2,h(Gxy));

send_12(HUB, TM,n1,n2,g(y).cm{ecm(MK.n1,n2 h(Gx,y)), HUB, TM,n1,n2,g(y)),cm(MK,HUB, TM,n1,n2,g{y)));

recv_!3(TM,HUB,n2,em{em(MK,n1,n2,h(Gx,y)), TM,HUB,n2));

claim(HUB, Alive);

claim(HUB, Nisynch);

claim(HUB, Niagree);

claim(HUB, Weakagree):

claim(HUB, Commit, TM, cm(MK.n1,n2,h(Gx,y)));
claim(HUB, Secret, MKold);

claim(HUB, Secret, AKold);

claim(HUB, SKR, MK);

claim(HUB, SKR, em(MK,n1,n2,h(Gx,y));

Role HUB(Key Update Phase)

0 Ffp
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Claim

p2mpkeyupdate

™ p2mpkeyupdate TM2
p2mpkeyupdate TM3
p2mpkeyupdate TM4
p2mpkeyupdate TMS
p2mpkeyupdate TM&
p2mpkeyupdate TM7
p2mpkeyupdate TM8
p2mpkeyupdate, TM9
p2mpkeyupdate TM10

HUB  p2mpkeyupdate HUB2
p2mpkeyupdate HUB3
p2mpkeyupdate HUB4
p2mpkeyupdate HUBS
p2mpkeyupdate HUBG
p2mpkeyupdate HUBT
p2mpkeyupdate HUBS
p2mpkeyupdate HUB9

p2mpkeyupdate HUB10

Alive

Misynch

Miagree

Weakagree

Coemmit HUB,cmcm(MEeld,n1,n2),n1,n2,h(Gy,x)
Secret MKold

Secret AKold

SKR emi{MKold,n1,n2)

SKR emi{cm(MKold,n1,n2),n1,n2,h{Gy,x))

Alive

Misynch

Miagree

Weakagree

Coemmit TM,cmicm(MKeld,n1,n2),n1,n2,h{Gxy))
Secret MKold

Secret AKold

SKR cmi(MKold,n1,n2)

SKR cmicm(MKeld,n1,n2),n1,n2,hiGxy))

Status
Ok
Ok
Ok
Ok
Ok
Ok
Ok
Ok
Ok
Ok
Ok
Ok
Ok
Ok
Ok
Ok
Ok

Ok

Result(Key Update Phase)




Formal Verification with Scyther

role TM{
fresh x, n2: Nonce;
var ts, n1: Nonce;
var Gy: Ticket;
secret AKold, MKold, policy;

recv_1(HUB,TM,ts,n1,policy,Gy,cm(AKold, HUB, TM,ts,n1,policy, Gy));
claim(TM,Running,HUB, cm{MK,n1,n2,h(Gy,x)));

send_!2(TM,HUB,n1,n2,g(x),cm{cm(MK,n1,n2,h(Gy.x)), TM,HUB,n1,n2,g(x)),
em(MK, TM,HUB,n1,n2,g(x),cm{cm(MK.n1,n2,h(Gy,x)), TM,HUB,n1,n2,g(x))));
recv_!3(HUB,TM,n2,cm(cm(MK,n1,n2,h(Gy,x)),HUB, TM,n2));

claim(TM, Alive);

claim(TM, Nisynch);

claim(TM, Niagrese);

claim(TM, Weakagree);

claim(TM, Commit, HUB, cm(MK,n1,n2,h{Gy,)));
claim(TM, Secret, MKold);

claim(TM, Secret, AKold):

claim(TM, SKR, MK);

claim(TM, SKR, em(MK,n1,n2,h{Gy x)));

Role TM(Policy Update Phase) R}ole

L
YEE 5stut

role HUB{

fresh ts, y, n1: Nonce;

var n2: Nonce;

var Gx: Ticket;

secret AKold, MKold, policy;

send_1(HUB,TM,ts,n1,policy.g(y),cm(AKold, HUB, TM, ts,n1,policy,g(y)));
recv_!2(TM,HUB,n1,n2,Gx.cm(cm(MK,n1,n2,h(Gx,y)), TM,HUB,n1,n2,Gx),
em{MK TM,HUB.n1,n2,Gx,cm(em(MK,n1,n2,h{(Gx,y)), TM,HUB,n1,n2,Gx)));

claim(HUB, Running, TM, cm(MK,n1,n2,h(Gx,y)));
send_!3(HUB,TM,n2,em{cm(MK.n1,n2,h(Gx,y)),HUB, TM,n2));

claim(HUB, Alive);

claim(HUB, Nisynch);

claim(HUB, Niagree);

claim(HUB, Weakagree);

claim(HUB, Commit, TM, em({MK,n1,n2,h(Gxy));
claim(HUB, Secret, MKold);

claim(HUB, Secret, AKold);

claim(HUB, SKR, MK);

claim(HUB, SKR, em{MK,n1,n2,h(Gxy)));

HUB(Policy Update Phase)

Claim

p2mppolicyupdate

™

HUB

p2mppolicyupdate TM2
p2mppolicyupdate TM3
p2mppolicyupdate, Th4
p2mppelicyupdate TM5
p2mppelicyupdate TM&
p2mppelicyupdate TM7
p2mppelicyupdate TM2
p2mppelicyupdate TMS
p2mppelicyupdate TM10
p2mppelicyupdate HUB2
p2mppelicyupdate HUB3
p2mppelicyupdate HUB4
p2mppelicyupdate HUBS
p2mppelicyupdate HUBG
p2mppelicyupdate HUB7
p2mppelicyupdate HUBS
p2mppelicyupdate HUBS

p2mppelicyupdate, HUB10

Alive

Nisynch

Niagree

Weakagree

Commit HUB,cm(cm({MKeld,n1,n2),n1,n2,h(Gy %))
Secret MKeld

Secret AKold

SKR cm(MKold,n1,n2)

SKR cmicm(MKeld,n1,n2),n1,n2,h(Gy,x))

Alive

Misynch

Niagree

Weakagree

Commit TM,cm(cm(MKold,n1,n2),n1,n2,h(Gx,y))
Secret MKold

Secret AKold

SKR cm(MKold,n1,n2)

SKR cmicm(MKeld,n1,n2),n1,n2,h(Gx.y])

Status
Ok
Ok
Ok
Ok
Ok
Ok
Ok
Ok
Ok
Ok
Ok
Ok
Ok
Ok
Ok
Ok
Ok

Ok

Result(Policy Update Phase)
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Formal Verification with AVISPA

High Level Protocol Specification Language (HLPSL)

Translator HLPSL2IF

AVISPA
script file

l

Intermediate Format (IF)

(Step 1) Modeling

(rrole environment()
def=

const na_nbl, na_nb2 : protocol_id,
h, prf, keygen : function,
ab : agent,
ka, kb, ki, ks : public_key

composition

On-the-Fly CL-based SAR-based Based Protocel
Model Checker Attack Searcher Model Checker Analyzer
(OFMCQ) (CL-AtSe) (SATMC) (TA4SP)
Output Format (OF)
ek 2e gl
g dEEZSHI

lend role

intruder_knowledge = { a, b, ka, kb, ks, ki, inw(ki), e
{iki}_(inv(ks)) }

session(a,b,ka kb.ks h,prf keygen)
A session(a,i ka, ki ks,h,prf keygen)
A session(i,b,ki kb ks,h,prf keygen)

alice

a-
=

(Step 2) Verification

/_SUMMARY

SAFE

DETAILS
BOUNDED_NUMBER_OF _SESSIONS
TYPED_MODEL

PROTOCOL
fhome/span/spanttestsuite/results/TLS.if

GOAL
As Specified

BACKEND
CL-Atse

STATISTICS

Analysed : 253 states
Reachable : 113 states
Translation: 0.01 seconds
Computation: 0.01 seconds

e OFMC
P6 Version of 2006/02/13
SUMMARY
SAFE
DETAILS
BOUNDED_MNUMBER_OF _SESSIONS
PROTOCOL
/home/span/spanftestsuite/results/TLS.if
IGOAL
as_specified
EACKEND
OFMC
COMMENTS
STATISTICS
parseTime: 0.00s
searchTime: 0.12s
visitedNodes: 106 nodes
depth: 8 plies

*ATSE
\_

*OFMC




 |nitial Phase

Formal Verification with AVISPA

r T™M
tm-3

Ts.N1.CM(Kta.Ts.N1)

r_HUB r_ASF
hub - 4 hub - 5
1=
Ts.N1.CM1
i
{CM(Kta.Ts)}_Kah
d

N1.N2.§xp(G,Y).CM(CM(PMK.N1.N2).N1.N2.edp(G,Y))

N2.exp(G.X).CM{CM(PMK.N1.N2).N2.exp(G.X)).CRICM(CM(PMK.N1.N2).N1.N2.exp(Gy.

CM{CM{MK.N1.N2.exp(Gx.Y)))

Stepl

atepd

atepa

Stepd

St
).N2.exp(G,X).CM{CM(PMI.N1.N2) . NQexp(G.X)))

Stef

Protocol Simulation

1ok 1ok
HE

ﬂ
0 Ffp
Hr 2t
HI oot
for 2

% OFMC
% Version of 2006/02/13
SUMMARY
SAFE
DETAILS
BOUNDED_NUMBER_OF _SESSIONS
PROTOCOL
/home/span/spanftestsuite/results/abc.if
GOAL
as_specified
BACKEND
OFMC
COMMENTS
STATISTICS
parseTime: 0.00s
searchTime: 0.02s
visitedNodes: 22 nodes
depth: 7 plies

OFMC Result

SUMMARY
SAFE

DETAILS
BOUNDED_NUMBER_OF_SESSIONS
TYPED_MODEL

PROTOCOL
/home/span/span/testsuite/results/abc.if

GOAL
As Specified

BACKEND
CL-AtSe

STATISTICS

Analysed : 8 states
Reachable : 4 states
Translation: 0.02 seconds
Computation: 0.00 seconds

CL-AtSe Result




Formal Verification with AVISPA

« Key Update Phase

SUMMARY
SAFE
% OFMC
% Version of 2006/02/13 DETAILS
r_TM r_HUB SUMMARY BOUNDED_NUMBER_OF_SESSIONS
— — o SAFE TYPED_MODEL
Ts.N1.exp(G,X).CM(AKold. Ts.N1.exp(G.X)) o DETAILS
BOUNDED_NUMBER_OF_SESSIONS PROTOCOL _ .
Nl.NZ.exp[G.T’].CMICM[MKoId.Nl.NZI.Nl.NZ.Exp G.¥)).CM(CM{CM{MKold.N1.N2).N1.N2 exp(Gx,Y)).N1.N KE[G.T].CMICMIMKO:H;I?l\;iiI.NZI.Nl.NZ.EXP{G.Y]:‘] PROTOCOL fhome}spanfspanneStSUIteirESUItsfpzMp—KU'If
/home/span/span/testsuite/results/P2MP_KU.if
Step3 GOAL GOAL
NZ.CMICH[CM{'MKDId.NI.NZJ.Nl.NZ.e:DfGy-X]].P& as_specified As Specified
BACKEND
OFMC BACKEND
COMMENTS CL-AtSe
STATISTICS
parseTime: 0.00s STATISTICS
searchTime: 0.00s
visitedNodes: 4 nodes Analysed :4 states
. . depth: 2 plies Reachable : 1 states
PI’OtOCOl SImU|atI0n Translation: 0.00 seconds
O F M C Res u It Computation: 0.00 seconds

CL-AtSe Result

1ok 1ok
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ﬂ
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for 2
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 Policy Update Phase

SUMMARY
SAFE
% OFMC
’ , DETAILS
chm ™ ;’U\;ﬂeﬂ?&"f 2006/02/13 BOUNDED_NUMBER_OF_SESSIONS
SAFE TYPED_MODEL
Ts.N1.exp(G.Y).CM(AKold.Ts.N1.exp(G.Y)) DETAILS
BOUNDED_NUMBER_OF_SESSIONS P':}OTOCO'- . /PaMP PUif
N1.N2.exp(G,X).CM{CM(MKold.N1.N2).N1.N2.expd G,X)).CM(CM(CM(MKold N1.N2) N1.N2.exp(Gy,X)).N1.N exp{G,m.cmrCM[MKn:l&.'rH.Nz:u.Nl.Nz.expuG.xm PROTOCOL /home/span/span/testsuite/results/ _PU.I
/home/span/span/testsuite/results/P2MP_PU.if
Step3 GOAL GOAL
N2.CM(CM(CM(MKold.N1.N2).N1.N2.exp(Gx,Y)).N2) as_specified As Specified
BACKEND
OFMC BACKEND
COMMENTS CL-AtSe
STATISTICS
parseTime: 0.00s STATISTICS
searchTime: 0.00s
visitedNodes: 4 nodes Analysed : 4 states
o o depth: 2 plies Reachable : 1 states
Protocol Simulation Translation: 0.00 seconds
0 F M C ReS u It Computation: 0.00 seconds

CL-AtSe Result

1ok 1ok
HE

ﬂ
0 Ffp
Hr 2t
HI oot
for 2
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Comparison: Scyther and AVISPA

AVISPA Scyther

Environment Ubuntu Linux / Windows / Mac OS
Last Version Version 1.6 (September 2017) V 1.1.3 (April 2014)
Type Model Checker Model Checker
Module 4 (OFMC, CL-AtSe, SATMC, TA4SP) 1
Simulation Yes No
Freshness No Yes
Unbounded Session Partially Support Support
Command Simple Various
Difficulty High Low

i = =1L
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Comparison: Scyther and AVISPA

role r_HUB(
TM,HUB,AS 1 agent,
G : text,
M : hash_func,
Kah : symmetric_key,

SND, RCV, SND2, RCV2
played_by HUB def=

: channel(dy))

local
State : nat,
Kta : symmetric_key,
Ts, N1, N2, Y : text,
Gx, Gy, Gxy : message,
PMK : hash(symmetric_key.text),
MK : hash(hash(symmetric_key.text).text.text),
AK : hash(hash(hash(symmetric_key.text).text.text).text.text.message),
CM1 : hash(symmetric_key.text.text),
CM2 : hash(hash(hash(symmetric_key.text).text.text).text.text. message),
CM3 : hash(hash(hash(symmetric_key.text).text.text).text. message),
CM4 : hash(hash(hash(hash(symmetric_key.text).text.text).text.text. message).
text.message.hash(hash(hash(symmetric_key.text).text.text).text.message)),
CMS5 : hash(hash(hash(hash(symmetric_key.text).text.text).text.text. message))

init
State := 1
transition

1. State = 1
State” := 3

/4 RCV(Ts.NT.CM1") =|>
St SND2(Ts .NT.CMT7)

3. State = 3
State” := 5

/A RCV2({PMK'}_Kah) =|=
[ N2 := new()
S Y = new()
Mt Gy' = exp(GY')
/A MK := CM(PMK'.NT.N2")
At CM2" := CM(MK.N1T.N2".Gy")
S SNDINT.N2".Gy".CM27)
/W secret(MK' sec2, {HUB, TM})
/W witness(HUB, TM,auth1,N1)

role HUB{

fresh y, n2 : Nonce;
var ts, n1: Nonce;
var Gx: Ticket;

recv_1(TM, HUB, TM, HUB, ts, n1, cm(Kta, TM, HUB, ts, n1));

send_2(HUB, ASF, TM, HUB, ts, n1, cm(Kta, TM, HUB, ts, n1)):

recv_3(ASF, HUB, {PMKIKha);

send_4(HUB, TM, HUB, TM, n1, n2, gly), em(MK, HUB, TM, n1, n2, g{y));
recv_!5(TM, HUB, TM, HUB, n2, Gx, cm{em(MK,n1,n2,h(Gx,y)), TM, HUB, n2, Gx),
em (MK, TM,HUB,n2,Gx,cm({em{MK,n1,n2,h(Gx,y)), TM,HUB,n2,Gx)));

claim(HUB, Running, TM, em{MK,n1,n2 h(Gx,y)));
send_I6(HUB, TM, HUB, TM, cm(cm{(MK, n1, n2, h(Gx, y)), HUB, TM));

claim(HUB, Alive);

claim(HUB, Nisynch);

claim(HUB, Niagree);

claim(HUB, Weakagree);

claim(HUB, Commit, TM, em(MK,n1,n2,h(Gx,y)));
claim(HUB, Secret, PMEK);

claim(HUB, Secret, cm(PMK, n1, n2));
claim(HUB, SKR, cm{(MK, n1, n2, h(Gxy)));

0 Ffp
hE r2
hr o2
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Future Work

« Development of Automation Scripting Tool
- Easy Expression

- Visualization (Protocol, Attack model)

- Conversion (AVISPA, Scyther, TAMARIN)

VerifMyself - C:\Users\Park\Desktop\LoRaVerif(0.98)\LoRaVerif\bin\Debug\ns3.xml VerifMyself - C:\Users\agag\Desktop\MyFolder\LoRaVerif\LoRaVerif\bin\Debug\needham-schroeder-sk.xm|
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